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Recommendations

Make systems more secure, using the latest
‘2' 3 cryptographic standards and avoiding
—"™ backdoors

ﬁ Establish “duty of care” to anticipate and
prevent risks for users

@&7 Empower users to have control over their
== personal data shared on the internet

55
538 Strengthen the European cybersecurity industry

oo—‘i’f)o Improve coordination and sharing across Europe
g4 of cyber-incidents

Impact

These recommendations were used in:

Main challenge - the review of the EU cybersecurity strategy,

the Regulation on the European Union Agency for
cybersecurity,

. the EU cybersecurity certification framework,

proposal for the establishment of the European Cybersecurity
Competence Center.

This is a summary of a scientific opinion by

Group of Chief Scientific Advisors

Independent expert group providing high-quality and timely
scientific advice to the European Commission, to inform
European Union policies and legislation, and informed by

SAPEA evidence review reports.

Read the full report here.
ec.europa.eu/research/sam
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https://ec.europa.eu/digital-single-market/en/cyber-security
https://www.enisa.europa.eu/
https://www.enisa.europa.eu/
https://ec.europa.eu/digital-single-market/en/eu-cybersecurity-certification-framework
https://ec.europa.eu/digital-single-market/en/proposal-european-cybersecurity-competence-network-and-centre
https://ec.europa.eu/digital-single-market/en/proposal-european-cybersecurity-competence-network-and-centre
https://www.sapea.info/
https://www.sapea.info/topics/
https://ec.europa.eu/research/sam/pdf/sam_cybersecurity_report.pdf#view=fit&pagemode=none
http://ec.europa.eu/research/sam

