Annex V Privacy statement — protection of your personal data
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1. Introduction

This privacy statement explains the reason for the processing, the way we collect, handle and
ensure protection of all personal data provided, how that information is used and what rights
you may exercise in relation to your data (the right to access, rectify, block etc.).

The European institutions are committed to protecting and respecting your privacy. As this
service/application collects and further processes personal data, Regulation (EC) N°45/20011
of the European Parliament and of the Council of 18 December 2000 on the protection of
individuals with regard to the processing of personal data by the Community institutions and
bodies and on the free movement of such data, is applicable.

This statement concerns the Register of Commission Expert Groups and Other Similar
Entities (‘Register of expert groups’) undertaken by the European Commission, Secretariat-
General, Head of Unit B.2 (Institutional Affairs). The Register is a database containing a list
of Commission expert groups and other similar entities and their sub-groups. For each expert
group, the Register provides valuable information including on the Commission department
which is running the group, as well as on the group members, mission and tasks. The Register
also includes relevant documents which are produced and discussed by expert groups.

Personal data submitted to Commission departments as part of rejected applications are not
published on the Register of expert groups. The competent Commission departments keep
these data for six months and do not process them for other purposes.

1 Regulation (EC) N° 45/2001 (OJ L8 of 12/01/2001).



http://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:32001R0045

2. Why do we process your data?

Purpose of the processing operation: The European Commission, Secretariat-General, Head of
Unit B.2 (Institutional Affairs) (‘the Data Controller’) collects and uses your personal
information to ensure transparency on expert groups’ membership and activities.

The processing and publication on the Register of expert’s personal data is necessary for the
performance of a task carried out in the public interest, since it increases the transparency on
Commission expert groups (article 5 (a) of Regulation (EC) N° 45/2001).

As regards, in particular, the declarations of interests filled in by experts appointed in a
personal capacity, the processing of personal data of these experts serves the public interest of
enabling the Commission to verify the experts' independence in providing advice to the
Commission. Furthermore, the public disclosure of declarations of interests allows for public
scrutiny of the interests declared by experts appointed in a personal capacity, which is
necessary in order to ensure public confidence in the independence of these experts. The
public disclosure of declarations of interests also ensures a high degree of transparency with
respect to the membership of expert groups and aims at contributing to fostering the integrity
of the experts in question.

Art 27 of Regulation (EC) N° 45/2001 is not applicable.

3. Which data do we collect and process?

The personal data collected and further processed may be:

Name;

Professional title;

Professional profile;

Nationality;
e Gender;

e Interest represented (only for individuals applying to be appointed as members of expert
groups or sub-groups representing a common interest and for the designated
representatives of organisations applying to be appointed members of expert groups or
sub-groups);

¢ Information included in the declarations of interest (only for individuals applying to be
appointed as members of expert groups or sub-groups in a personal capacity).

4, How long do we keep your data?

The Data Controller only keeps the data for the time necessary to fulfil the purpose of
collection or further processing.

When an individual is no longer participating in a group listed in the Register of expert
groups, all personal information related to this individual is removed from the Register. The
competent Commission departments keep personal information for 5 years after the date
where relevant individuals cease to participate in the work of the group.



Declarations of interests of individuals appointed as members or alternate members in a
personal capacity of expert groups or sub-groups are published on the Register as long as they
are members.

When a group is closed down, it remains published in the Register of expert groups for five
years, with the indication 'Closed’. During such time, personal information other than the
above-mentioned declarations of interests is visible on the Register.

An XML file is created daily with all the information regarding active groups. All versions of
this file, showing the situation of the Register as of the day it was created, are stored in a file
server for 5 years.

5. How do we protect your data?

All data in electronic format (e-mails, documents, uploaded batches of data etc.) are stored
either on the servers of the European Commission or of its contractors, the operations of
which abide by the European Commission’s security decision of 16 August 2006 [C(2006)
3602] concerning the security of information systems used by the European Commission.

The Commission’s contractors are bound by a specific contractual clause for any processing
operations of your data on behalf of the Commission, and by the confidentiality obligations
deriving from the transposition of Directive 95/46/CE.

6. Who has access to your data and to whom is it disclosed?

Information collected is publicly available on the Register of expert groups.

The XML files referred to in point 4 are not available neither via the internal application of
the Register or the public version of the Register, and are only accessible to a reduced number
of users in the System Owner and System Supplier's teams.

7. What are your rights and how can you exercise them?

According to Regulation (EC) n°45/2001, you are entitled to access your personal data and
rectify and/or block it in case the data is inaccurate or incomplete.

If you do not wish to have your name published on the Register of expert groups, you may
submit a request to the relevant Commission department for a derogation from publication. A
derogation shall be granted where justified on compelling legitimate grounds in relation to
your specific situation, in particular where disclosure of the experts’ name could endanger
your security or integrity.

You can exercise your rights by contacting the secretariat of the competent Commission
department or in case of conflict the Data Protection Officer and if necessary the European
Data Protection Supervisor using the contact information given at point 8 below.

8. Contact information

If you have comments or questions, any concerns or a complaint regarding the collection and
use of your personal data, please feel free to contact the secretariat of the competent



Commission department, using the following contact information:
The Data Processor:

e DG Research & Innovation Unit A2 Open Data Policy and Science Cloud
e Phone number: +32 229-61363
e Mailbox address: RTD-EOSC@ec.europa.eu

The Data Protection Officer (DPO) of the Commission. DATA-PROTECTION-
OFFICER@ec.europa.eu

The European Data Protection Supervisor (EDPS): edps@edps.europa.eu.

9. Where to find more detailed information?

The Commission Data Protection Officer publishes the register of all operations processing
personal data. You can access the register on the following link: http://ec.europa.eu/dpo-

register

This specific processing has been notified to the DPO with the following reference: DPO-
2194.8.

Specific information for individuals appointed in a personal capacity:

http://ec.europa.eu/research/participants/data/support/legal notice/h2020-ssps-
experts_en.pdf
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